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Incident Response and Incident Response
Mitigation

Applicable University of Colorado Denver Policies

University of Colorado IT Security Program Policy

All data and information resources of the SEHD are subject to University of Colorado's IT Secuirty
Program policy, APS-6005.

University of Colorado Denver HIPPA Policy
As applicable, the most secure SEHD data are subject to the UCD Security Incidents HIPPA Policy 9.2.

University of Colorado Denver Incident Response Process

Incident Response Process Flow

FINAL
QOctober 2018

f Information Technology
F COLORADO

]
g
L
O
=
s \
= Research Team / ~
s Start Wh :::vt:?:vd | Rescarch Team - creates  help desk RIS, —»’\ End )
2 \ P / ticket P . e
S A - *
©
@
@2
)
(14
SecOps;
A 4
- f
K SecOps notifies
SecOps o Ve R

Secops ceatee b investigates the < Dmlers geownerol |yl Secpecoses L ()
Q P suspicious activity . st LY /
Q
o
@
(%]

SecOps notifies
SecOps notifies
o ot |3 SO, | O
\cident statu: alts ‘

0
k0
=
w 1SO notifies CITO P S
> ORC of ORC HIPAA IR ,  1SONotifes ol System’ IR » [
= investigation process initiated “System” process initiated \ /
@ results = <
=
=
=)
(]
=
O

SEHD Wiki - https://wiki.cu.studio/


https://www.cu.edu/ope/aps/6005
http://www.ucdenver.edu/research/Research Administration Documents/9.2 Security Incidents.pdf
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