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Applicable University of Colorado Denver Policies
University HIPAA Policy http://www.ucdenver.edu/research/ORC/HIPAA/Pages/Policy.aspx

University of Colorado Denver Incident Response Process

Incident Response Process Flow

FINAL
October 2018 @? Office of Information Technology
e -

UNIVERSITY OF COLORADO
DENVER | ANSCHUTZ MEDICAL CAMPUS

)
S
(5]
g
Q
=
S s
= Research Team T N
= Start Whoidentified | o (e ereates a Filp ek Ticket notification end \
@ suspicious activity? | Al process initiated \_
s I
o
@
0
1]
e
SecOps.
v
SecOps creates a 4| secops o ”/ End N

2 help desk ficket ket \ )/

N »
Q
o
@
1]

SecOps notifies

SecOps initiates IR N ff;a”;m:f; 150 of | SecOps R Process
Plan/Process ¢ vestigatio condluded
ident statu: resilts

@
2
e
w 1SO notifies CITO -
= nd ORC of ,| orcHPAAIR ,  1SONotifes o system R AT
= investigation process initiated “System” process initiated J
4 results —
==
e
=)
@
=
(€]

https://wiki.cu.studio/ - SEHD Wiki

Permanent link:

Last update: 2019/04/05 22:24

SEHD Wiki - https://wiki.cu.studio/


http://www.ucdenver.edu/research/ORC/HIPAA/Pages/Policy.aspx
https://wiki.cu.studio/
https://wiki.cu.studio/policy/data_privacy/response_and_mitigation?rev=1554503091

	Table of Contents
	Incident Response and Incident Response Mitigation
	Applicable University of Colorado Denver Policies
	University of Colorado Denver Incident Response Process


