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Privacy and Security Policies and Procedures
Identification of a Privacy and Security Board and Officer
Management Oversight of Privacy and Security Programs
Sanctions for Violations of Policies and Procedures
Reporting Potential Problems in Privacy and Security
Incident Response and Incident Response Mitigation
Privacy and Security Training

Access Control

Password Management

. Transmitting Sensitive Information Securely including Faxing and Email
. Log-in Monitoring

. Workstation Security Configuration

. Device and Media Control

. Securing Materials with Data

. Encryption

. Authorizations for Personal Health Information

. Permitted Uses and Disclosures of PHI

. HIPAA Status

. Designating Sensitive Information

. Risk Assessments, Management, Audit, and Evaulation
. Change Control Procedures
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